Introducing Spam and
Virus Emai otection

Block Attacks on Your Email System Before they Reach Your Network

\

Email Security is Critical

Email is a vital communications channel for organisations of all kinds — from corporations to educational institutions and

ent agencies. As a result, email systems have become an even more important component of their information
infrastructure. But with the significant growth of spam, Viruses and other types of email-borne attacks in the past few
years, system managers are finding it more challenging fo manage and protect this critical communications asset.

the Rise

nsolicited commercial email,

or spam, has become the fastest growing and most |troublesome email security
issue. Our supplier processes billions of messages per month, recent statistics show
that 10 out of|every 12 messages are spam.

Spam is more than just a nuisance. Many corporations report that they receive more
junk email than legitimate email, causing corporate| email users to loose the
convenience factor electronic communications provides.

Prote&Your Company -

Unsolicited email creates many issues including:

Increased strain on the network and IT resources
Decreased productivity and lost revenue
Exposure to legal liabilities

Enjoy the Benefits

With Spam and Virus Email Protection from Ace you can:

Accurately filter emails to eliminate spam and viruses
Deploy software easily across legacy mail servers
Secure your email directory from harvesting
Customise filters

Save on CPU cycles by blocking invalid messages
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How does Spam and Virus Email Protection Work?

Our Spam and Virus Email Protection provides a secure and managed email system without the need for software or
hardware. Using patent-pending pass-through technology (versus store-and-forward methods), email bound for a
company's email server is processed in real-time through highly secure service architecture.

Within milliseconds, our email security solution separates spam and viruses from legitimate messages. Legitimate email

is instantly passed on to the destination mail server. Suspicious email can either be quarantined in a web-based,
_passwaord-protected message centre for administrator or end-user review, or tagged and delivered. The entire process is

fully automated — valid emails pass through and cannot b/e/physmally accessed by any personsb‘({fr than the recipient.

--------

Firawall

Maritaring & Cantred -, Internet Carporate Email Systermn
Valid Email -
=
]
—/ Content Delivery
Filter Manager L
™,
|

Quarantine Area
Biccessed Via Postini Message Center /
1

Why choose Spam and Yirus Email Protection from Ace?

The system we use processes over 1 billion me S d serves over 9.1 million end
users. It is therefore uniquely positioned with a significant advantage in fighting spam |and viruses and protecting
corporations' mission critical email from malicious attacks. The system processes unprecedented and centralized real-
time view finto the constantly evolving threat from spammers — and can aggregate and| use that knowledge to the
immediate \benefit of its entire customer base. Our Spam and Virus Email Protection not only understands what spam is,
it understands who the spammers are and how thejr tactics change on a minute-by-minute basis. This proprietary and
highly accurate system is unmaiched by anyone in-the industry and can take direct action to protect corporate email
systems from attack.

The statistics from Ace’s own customer base which uses this product show that in a 30 day period, 52.3% of all email
was blocked/removed and 9.9% was quarantined for end user checking. One organisation had over 97% of its email
blocked or quarantined due to the high amount of spam they receive. The features of our Spam and Virus Email
Protection include:

Monitoring and management tools provide detailed visibility of email traffic
Robust enough to handle traffic spikes and unbalanced loads

Requires no manual update of software to maintain protection

Maintains mail queue during intermittent losses of network connectivity
System-wide monitoring and reporting

Can easily create logical user groupings

Provides an integrated management console across installation
Guaranteed with a 99.999% Service Level Agreement

For more information about this product contact Ace
1300 ACE COM

ﬂ www.acecommunications.com.au
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